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6 Steps to vet
your suppliers

Don't sign any contract without
following these important steps.




But they can also introduce significant security risks.




Ask for verifiable evidence that the supplier has
completed rigorous evaluations and adheres to
industry standard security practices.

Financially unstable suppliers may cut corners on
security, leaving your business vulnerable. Suppliers that
have resources to maintain security best practices can
better support your business in the long run.

You should have details in your service contract, data
processing agreement terms and possibly an NDA. For
all data, verify that access controls are in place, that it's
duly encrypted at rest and in transit, and that your
other GDPR obligations are met.




Establish Incident Response Protocols

Ensure your suppliers’ incident response plan includes
timely notifications, steps to mitigate damage and
measures to prevent future incidents from happening.
Always have your own incident response plan in place as

well.

Not sure if your current suppliers provide the safety
measures needed to protect your business?

We can help

Contact us for a thorough
third-party risk assessment.

01392 205095 hello@nexusos.co.uk nexusos.co.uk



